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Privacy Protection:

The Safe Harbor for
E-Marketing

By GEORGE BENJAMIN THOMPSON, J.D., AND LYyNDA S. HAMILTON, J.D.

THE UNITED STATES IS URGING INTERNET BUSINESSES TO ADOPT SAFE HARBOR

PRINCIPLES DEVELOPED BY THE DEPARTMENT OF COMMERCE IN ORDER

TO ALIGN WITH THE EUROPEAN UNION’S STRICT INTERNET REQUIREMENTS AND FOSTER

THE FREE FLOW OF COMMERCE.

lients, be they buyers or sellers, demand pri-
vacy and confidentiality in their business
transactions. They insist that their rights to
privacy cover the use, transmission, and stor-
age of personal information, including but
not limited to their credit card numbers, addresses, tele-
phone numbers, and buyer preferences. Those who sell
goods and services through the Internet had best com-
ply with both government regulations and market
forces. Otherwise, consumers will distrust the informa-
tion technology on which e-commerce depends, and
suppliers will not continue to enjoy burgeoning sales.
Breach of privacy comes in many forms. For exam-
ple, in early 2000, the theft of credit card account num-
bers from the e-business CD Universe shocked the
Internet community. A computer hacker broke into a
secure area of that business’s server and gathered infor-
mation on thousands of accounts, demanded a ransom
for the return of the account numbers, and published a
large portion of the stolen accounts on the Web.! In
July 2000, the e-business Toysmart.com attempted to
sell its database of consumer information that had been
accumulated from Internet customers. In its privacy

policy, Toysmart.com had promised visitors to its
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website that customer data would never be shared with
another company.

The U.S. Department of Commerce, long an advo-
cate of industry self-regulation, has developed a volun-
tary set of Safe Harbor Privacy Principles that are
compatible with the European Union’s regulatory
scheme for data privacy. If your company sails into this
“Safe Harbor,” you can assure your clients, customers,
and suppliers that you shelter their personal information

from abusive manipulation and distribution.

MARKET PERSPECTIVE ON E-COMMERCE
PRIVACY

Although global e-commerce grew to $111 billion in the
last decade, privacy protection problems threaten its
continued success. A survey by Georgetown University
illustrates the large amount of personal information that
websites collect from visitors. For example, 92.8% of
the sites in the sample collected at least one type of
personal identifying information (e.g., name, e-mail
address, postal address), and 56.8% collected at least
one type of demographic information (e.g., gender,
preferences, zip code). At the same time, only 65.9%

(238) of the 361 sites in the sample have posted even
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one type of privacy disclosure, a privacy policy notice,
or an information practice statement.2

Recently, the Electronic Privacy Information Center
(EPIC) conducted a survey reviewing the privacy prac-
tices of the 100 most popular shopping websites.
According to the survey, one of the questionable uses of
data collection online involves profile-based advertising,
also known as online profiling. This technique is used
to collect information about online behavior of Internet
users and to facilitate targeted advertising. Profile-based
advertising relies on “cookies,” identifying tags that are
stored on the computer of a person who visits a website.
These cookies are often placed on computers without
the knowledge of individuals when banner advertise-
ments appear.3 EPIC found that 86 of the e-commerce
operations used cookies, and only 35 of the sites had no
profile-based advertisers operating on their pages, while
18 of the top shopping sites displayed no privacy policy
at all. It was also found that the privacy policies avail-
able at many websites are confusing, incomplete, and
inconsistent. EPIC concluded that the current practices
of the online industry provide little meaningful privacy
protection for consumers.*

The EPIC survey also raised questions about the
ability of e-businesses to self-regulate. For example,
only 19 of the top 100 sites were part of an industry
self-regulation program, such as TRUSITe or the Better
Business Bureau Online. Only 23 of the top 100 offered
an opt-in policy, which requires a company to gain con-
sumer permission before any collection or use of per-
sonal information. Most U.S.-based sites use opt-out
policies, which allow companies to make use of infor-
mation as they wish unless a consumer notifies the firm
that they do not want their personal information collect-
ed or used. The Pew Research Center survey, however,
indicated that U.S. consumers favor opt-in policies, with
86% of Internet users favoring “opt-in,” 54% thinking
that tracking is a harmful invasion of privacy, and 27%

finding tracking to be helpful. Opt-in policies mirror
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the types of consumer protections reflected in Euro-

pean Union regulations.>

At the same time, the survey concluded that mar-
keters were using new and more sophisticated tech-
niques to track consumers on the Internet. Methods
such as profile-based advertising are a sharp departure
from traditional business practices, which allowed com-
panies to advertise products and services and still per-
mit consumers to retain some privacy. Predictive
software can build a “digital silhouette” to trace a user’s
habits on the Web.

The next movement in telecommunications seems to
be wireless Internet access. Marketers are already trying
to use location-finding technology (knowing the loca-
tion of a cell phone, such as with 911 calls) to market
directly to a consumer’s hand-held Internet device.
EPIC concluded:

“In the online world, every consumer inquiry about a
product and every ad viewing may quickly become
incorporated into a detailed profile that will remain hid-
den from the consumer. On balance, we think that con-
sumers are more at risk today than they were in 1997
[when the first EPIC survey was done]. Anonymity,
which remains crucial to privacy on the Internet, is
being squeezed out by the rise of electronic commerce.
Industry backed self-regulation has done little to pro-
tect online privacy. We believe that legally enforceable
standards are necessary to ensure compliance with Fair
Information Practices. And new techniques for

anonymity are necessary to protect online privacy.”®

U.S. PRrivacy PoLicy

In matters of e-commerce, however, the U.S. govern-
ment has maintained a “hands-off” approach to regula-
tion, instead relying on private industry to take the
steps necessary to make e-commerce successful and to
provide adequate protection for Internet consumers.
One of the most visible private-sector efforts toward

protection of consumer data was launched as TRUS'Te,

FALL 2002, VOL. 4, NO. 1



an independent, nonprofit privacy organization founded
in 1997. TRUSTe’s mission is to promote privacy policy
disclosure, informed user consent, and consumer educa-
tion concerning privacy and security on the Internet.
"T'he founders of the organization, the Electronic Fron-
tier Foundation and the CommerceNet Consortium,
hoped that building consumer trust would accelerate
growth of e-business.”

Following the lead of U.S. government policy,
TRUSTe’s philosophy, as stated on its website, is that
“government regulation of the Internet would likely be
more rigid, costly to implement, and difficult to repeal
than an industry-regulated, cost-effective program such
as TRUSTe’s. Because the Internet is still in its early
growth stages, we believe it’s too early to impose regu-
lation without understanding the full impact it would
have on growth...the government has already shown its
willingness to step in quickly if websites don’t self-
regulate privacy on the Internet effectively.”8

"To help consumers feel more secure, TRUS Te issues
its “trustmark” award to websites that comply with
established privacy principles, oversight, and consumer
resolution processes. A displayed trustmark (see
TRUSTe logo) signifies to online users what personal
information is being gathered, how it will be used, with
whom it will be shared, and whether the user has an
option to control its dissemination. Based on such dis-
closure, users can make informed decisions about
whether or not to release their personally identifiable
information (e.g., credit card numbers) to the website.?

The TRUSTe program has drawn the support of
many highly recognizable e-businesses, including
America Online, Compaq, Excite, Intel, and Microsoft.
During the first year of its existence, many major web-
sites joined TRUSTe’s plans, including Yahoo!, Info-
seek, and CNE'T. In October 1998, all major portal
websites joined in the Privacy Partnership campaign, an
effort to raise awareness of privacy issues. This cam-
paign includes more than 800 sites to-date.!0

Nevertheless, a recent U.S. government study indi-
cates that industry efforts to promote privacy have not
been very effective. In late spring 2000, the Federal
Trade Commission surveyed hundreds of major e-
commerce sites and found that nearly 90% of the sites

voluntarily posted their privacy policies. Only 20% of

MANAGEMENT ACCOUNTING QUARTERLY

the sites, however, met basic F'T'C standards of “fair-
ness” for protecting consumer privacy. The biggest con-
cern of the Commission was the failure of websites to
give consumers access to personal information collected
by the websites themselves. Although the Commission
acknowledged the efforts of private-sector initiatives in
limited privacy protection, the survey results became
the basis of the F'T'C’s request to Congress for the

authority to regulate Internet privacy.

PRIVACY PoLicy Across THE PonD

In the European Union, strategies to protect the privacy
of consumer data have been quite different because the
demand for personal privacy is much greater than in the
United States In 1995, the European Union’s governing
body passed Directive 95/46/EC, a directive on the pro-
tection of personal data, in an effort to protect the priva-
cy of individuals in Member States using the Internet.
By providing strong protection for consumers, the E.U.
directive was designed to promote the free movement
of personal data among nations of the European Union,
increase consumer confidence due to heightened secu-
rity of data, and help facilitate the growth of e-
commerce in Europe.!! Creation of “dot EU” domain
name designation would allow consumers to have confi-
dence that a website has met the demanding privacy
criteria of the E.U. and provide businesses with market-
ing leverage in attracting buyers.

One of the protections of the directive is the regula-
tion of the transfer of personal data to countries outside
the E.U. The directive requires Member States to
ensure that personal data is only transferred to countries
outside the E.U. when its continued protection is guar-
anteed. When the directive took effect, the European
Commissioner for the Single Market, Mario Monti,
remarked, “The entry into effect of this directive is
good news for both individual citizens, who will enjoy
safeguards concerning data held on them, and economic
operators, who will benefit from the free flow of infor-
mation and the boost to consumer confidence.”12

Perhaps, but it was bad news to U.S. businesses that
favored a hands-off approach on data privacy. The dif-
ference in philosophy can be traced to the importance
placed on personal privacy in Europe. After World War

11, most European countries established policies to pro-
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tect personal data through constitutional provisions.
Article 8 of the European Convention on Human
Rights includes the right to privacy.!3 The Data Privacy
Directive, founded on these strong privacy policies,
attempts to provide consistency in data privacy regula-
tion. Specifically, the directive grants a number of
important rights to Internet users. Those rights include
receiving information from subsequent data users about
where the data originated (where such information is
available), the identity of the organization processing
data about them and the purposes of such processing, a
right of access to personal data relating to him/her, a
right to rectification of personal data that are shown to
be inaccurate, and the right to opt out of allowing their
data to be used in certain circumstances. Further, some
sensitive data, such as an individual’s ethnic or racial
origin, political or religious beliefs, trade union mem-
bership, or data concerning health or sexual life, can
only be processed with the explicit consent of the indi-
vidual, subject to a number of exemptions for specific
cases such as consent of the data subject or where there
is an important public interest (e.g., for medical or sci-
entific research) where alternative safeguards have to be
established.!# Case law of the European Court of Jus-
tice provides that all citizens of E.U. nations are pro-
tected by the directive, regardless of the state of
implementation by Member States. !>

The most compelling protection given by the direc-
tive may be the prohibition of data transference to non-
E.U. countries. According to the directive, data
concerning individuals from E.U. nations should only
be transferred to a non-E.U. country if it will be ade-
quately protected there. Non-E.U. countries are not
required to apply the same controls as the E.U., but
alternative protections must be adequate as to safe-
guards and application of rights. Therefore, the ability
to block individual data transfer is a major concern for
businesses in the United States, where no governmen-
tal guarantees exist to protect the transfer of personal

data over the Internet.16

DEVELOPMENT OF THE SAFE HARBOR
PRINCIPLES
At present, the E.U. and U.S. recognize that protection

of privacy is a significant stumbling block for future
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e-commerce growth and integration between their mar-
kets. Businesses in the United States are not legally
required to provide enough protection for personal pri-
vacy to meet the safeguards of the E.U. directive.
Because of the chilling effect on U.S. businesses that
may occur if the directive is strictly enforced, several
groups have come forward with compromise positions
to avoid conflict between E.U. and U.S. e-commerce
rules. The most significant effort to bridge the gap
between U.S. and E.U. data privacy policies has been
the Clinton Administration’s Safe Harbor Privacy Prin-
ciples. In April 1999, the U.S. Department of Com-
merce issued the Proposed Principles as guidelines for
U.S. e-businesses to meet the privacy protection guar-
antees of the E.U. directive. If a business upheld the
seven principles found in the proposal, the Department
of Commerce argued that the requirements to allow
data transmission from E.U. Member States were met.

T'he Seven Safe Harbor Principles include:

Notice—requiring an organization to clearly and con-
spicuously inform individuals about the purposes for
which it collects information about them, how to con-
tact the organization with any inquiries or complaints,
the types of third parties to which it discloses the infor-
mation, and the choices and means the organization
offers individuals for limiting its use and disclosure.

Choice—requiring an organization to offer the oppor-
tunity to “opt out” of the use of personal information,
or “opt in” to the use of more sensitive personal infor-
mation (e.g., race, religious beliefs, medical
information.)

Onward Transfer—limiting disclosure of personal infor-
mation to firms that follow the Safe Harbor Principles
or their equivalent.

Security—requiring organizations to take reasonable
measures to guard against loss or disclosure of personal
data.

Data Integrity—calling for only processing personal
information relevant to the purposes for which it was
gathered.

Access—requiring that individuals must have reason-
able access to personal data to correct or amend that
data.

Enforcement—providing for clear and readily available
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mechanisms to provide remedies to individuals and
sanctions for noncompliance.!”

On July 27, 2000, the European Commission adopted
a decision determining that the U.S. Safe Harbor Princi-
ples provide adequate protection for personal data
transferred from the E.U. U.S. companies have the
option to participate in the safe harbor plan but are
bound by the Principles once they join the list of safe
harbor U.S. businesses.!8 The compromise relies on
self-certification by U.S. companies that they are in
compliance with the Principles. Because the E.U. gov-
ernment has concerns over the self-certification issue,
and because of the perceived weakness of consumer
protections in the Principles, the E.U. has reserved the
right to reopen the matter.

At present, private businesses that do business in
Europe and want to comply with the Safe Harbor Prin-
ciples can develop their own policies of adherence.
Some e-businesses are hiring Big 4 accounting firms to
audit privacy practices for consumer confidence, and
law firms are organizing safe harbor departments to help
U.S. companies comply with the Safe Harbor Princi-
ples. Others may become certified with a privacy over-
sight firm, such as TRUSTe’s new E.U. Safe Harbors
Privacy Seal Program.!9 It links a registration form to
the Department of Commerce, conducts quarterly mon-
itoring and seeding of privacy practices, and provides
online and offline Alternative Dispute Resolution.
Companies that are certified are entitled to place the
TRUSTe E.U. Safe Harbor Privacy Seal on their logo
and Web pages, indicating that they are approved to do
e-commerce with customers and suppliers in Europe.

In conclusion, it appears that the U.S. and the E.U.
want to implement compromise safe harbors, as they
call it, across the pond to foster the growth of e-business
while assuring Internet consumers that their privacy
will be adequately assured. Private companies remain
free to choose how they will protect the private person-
al data of their clients and may demonstrate privacy
assurance through certification under privacy oversight
groups such as the TRUSTe Safe Harbor Privacy Seal
approved by the Department of Commerce. ®
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